Contents

List of Algorithms

List of Tables

List of Figures

Acronyms

Preface

I ntroduction and Overview

1.1 Cryptography basics . ... ... ... ... ... ... .......
1.2 Public-key cryptography . . . . . . ..o

121
122
123

RSAsystems . . . . ... ... ... ..
Discretelogarithmsystems . . . . . .. ... ... ... ...
Ellipticcurvesystems . . .. ... .. ... ... ......

1.3 Why dliptic curvecryptography?. . . . . . ... ... ... ... ..
14 Roadmap . . . . . . oo i
15 Notesandfurtherreferences . . . . . ... .. ... ... ... ...

Finite Field Arithmetic

2.1 Introductiontofinitefields . . ... . ... ... . ... .......
2.2 Primefieldarithmetic . . . . . ... . ... . ... . ... .. ....

221
222
223
224
225
226

Addition and subtraction . . . .. ... ... ... ......
Integer multiplication . . . . . ... ... ... ........
Integer squaring . . . . ... ...
Reduction . . . . . ... ... ... .. ... ... ... ...
Inversion . . ... ... ... ...
NISTprimes . . . ... ... ... ...,

Xiv

XVi

XVii

XiX

0o OON PP



Vi

Contents
2.3 Binaryfildarithmetic . . .. ... ... ... ... ... .. ... 47
231 Addition ... ... .. 47
232 Multiplication. . . . .. ... 48
2.3.3 Polynomia multiplication . . ... .............. 48
234 Polynomia squaring . . . .. ... 52
235 Reduction. ... ... ... ... ... 53
23.6 Inversonanddivision . ... ... ... ... ........ 57
24 Optima extension field arithmetic . . . . ... ... ... ...... 62
24.1 Additionandsubtraction . . . ... ... ... L, 63
24.2 Multiplicationandreduction . . . . . ... ... ... L. 63
243 Inversion . ... 67
25 Notesandfurtherreferences . . . . . ... ... ... ... ... 69
Elliptic Curve Arithmetic 75
3.1 Introductiontoellipticcurves. . . . . .. ... ... .. .. ..... 76
311 Simplified Weierstrassequations . . . . . . ... ....... 78
312 Grouplaw. . . .. . .. . e 79
313 Grouporder. . . .. ... e 82
314 Groupstructure . . . ... 83
3.15 Isomorphismclasses . . ... .. ... .. ... ....... 84
3.2 Point representationandthegrouplaw . . . . . . . ... .. ... .. 86
3.21 Projectivecoordinates . . . ... .. ... .. 86
322 Thedlipticcurvey?=x3+ax+b .. ... ... ...... 89
323 Thedlipticcurvey?+xy=x34+ax?+b ... ... ... .. 93
3.3 Point multiplication . . . . ... ... ... .. ... ... .. ..., 95
331 Unknownpoint . .. .... .. ... ... ... 96
332 Fixedpoint . ... ... .. ... .. 103
3.3.3 Multiple point multiplication . . . . ... ........... 109
34 Kaoblitzeurves . . . . ... 114
34.1 TheFrobeniusmapandthering Z[z] . ... ... ... ... 114
3.4.2 Point multiplication. . . . ... ... ... . ... 0 119
3.5 Curveswith efficiently computable endomorphisms . . . . . ... .. 123
3.6 Point multiplicationusinghalving . . . .. ... ... ........ 129
36.1 Pointhaving ... ...... ... . . . . . . .. . . ..., 130
3.6.2 Performing point halving efficiently . . . . . ... ... ... 132
3.6.3 Point multiplication. . . . ... ... ... .. .. .. ... 137
3.7 Point multiplicationcosts . . . . ... ... ... ... .. ... 141
3.8 Notesandfurtherreferences . . .. ... ... ... ... ...... 147



Contents vii

4 Cryptographic Protocols 153
4.1 Thegélliptic curve discrete logarithm problem . . . . . ... ... .. 153
411 Pohlig-Hellmanattack . . ... ... ... ... ....... 155

412 Polard'srhoattack . . . ... ... ... . ... ... 157

413 Index-calculusattacks . . . ... ... .. ... .. ..... 165

414 lIsomorphismattacks . . .. ... ... ............ 168
415 Relatedproblems. . ... .. ... ... ... ........ 171

4.2 DoOMainparameters . . . . . .o v v i e e e e e 172
421 Domain parameter generation and validation . . . . ... .. 173

4.2.2 Generating €elliptic curves verifiably at random . . . ... .. 175

4.2.3 Determining the number of pointson an ellipticcurve . . . . 179

43 Keypairs . . . o i 180
44 Signatureschemes . . . . . . . .. 183
441 ECDSA . . .. e 184

442 EC-KCDSA . . . . .. e 186

45 Public-key encryption . . . . . ... 188
451 ECIES . ... . . . e 189

452 PSEC . . . .. e 191

46 Keyestablishment. . . .. ... .. ... 192
46.1 Station-to-station . . . ... ... 193

462 ECMQV . ... . . 195

4.7 Notesandfurtherreferences . . . .. ... ... ... ... ..... 196
5 Implementation | ssues 205
51 Softwareimplementation . . . . ... ... .. ... .. . ... .. 206
511 Integerarithmetic. ... ... ... .. .. ... ....... 206

512 Foating-point arithmetic . . . . .. .. ... ... ...... 209

513 SIMD andfield arithmetic . . . .. ... ... ... ..... 213

514 Platfformmiscellany . . ... ... ... . . L. 215

515 Timings . . . . . . ... 219

5.2 Hardwareimplementation . ... ....... ... ... ...... 224
521 Designcriteria . . ... ... 226

5.2.2 Fieldarithmeticprocessors . . . . . . . . .. ... ... ... 229

5.3 Secureimplementation . . . ... .. ... ... ... ... 238
531 Poweranaysisattacks . . ... ... ... ... ... ..., 239

5.3.2 Electromagnetic analysisattacks . . . . . .. ... ... ... 244

533 Errormessageanalysis . . . . . ... 244

534 Faultanaysisattacks . . . .. ... ... ... .. .. ..., 248

535 Timingattacks . . ... ... ... . ... ... ... .. 250

5.4 Notesand furtherreferences . . . . . . . . .. ... ... ... ... 250



Viii Contents

A Sample Parameters 257
A.1l lIrreduciblepolynomials. . . . . . .. ... . 257
A.2 Ellipticcurves. . . . . . . . 261

A.21 RandomellipticcurvesoverFp . .. ... ... ....... 261
A.2.2 Random ellipticcurvesover Fom . . . . . .. ... ...... 263
A.2.3 Koblitzellipticcurvesover Fom . . . . ... ... ... ... 263

B ECC Standards 267

C Software Tools 271
C.1 Genera-purposetools. . . . . ... . . ... 271
C2 Libraries. . . . . . . 273

Bibliography 277

I ndex 305



